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�Upon buffer congestion
�upon error check failed
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+ �
�example: Ethernet has minimum payload size = 46 bytes
�but you may send smaller IP datagram.
�How to recognize how much of the 46 bytes is IP datagram?
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�loose: cross the routers specified, in the order, plus 
others along the path (interconnecting specified ones)

�strict: ALL routers specified, and no others! (may fail if 
routers not directly connected)

Up to 40 extra bytes (10 x 32bit words) available for options. 
Common options:
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���% ����
���% ���
� D:\users>tracert www.cisco.com
� Rilevazione route a www.cisco.com [198.133.219.25]
� su un massimo di 30 punti di passaggio:

� 1   <10 ms <10 ms <10 ms  151.100.37.1
� 2    30 ms 40 ms 30 ms 151.100.238.1
� 3    30 ms 40 ms 120 ms rc-uniromaI.rm.garr.net [193.206.131.49]
� 4    30 ms 40 ms     40 ms  rt-rc-1.rm.garr.net [193.206.134.161]
� 5    60 ms    40 ms     50 ms  na-rm-2.garr.net [193.206.134.45]
� 6   150 ms   *        150 ms  garr.ny4.ny.dante.net [212.1.200.145]
� 7   170 ms  190 ms 161 ms 500.POS2-0.GW6.NYC9.ALTER.NET [157.130.254.245]
� 8   160 ms    *     171 ms 527.at-5-0-0.XR2.NYC9.ALTER.NET [152.63.24.70]
� 9   151 ms   200 ms  210 ms 0.so-3-0-0.TR2.NYC9.ALTER.NET [152.63.22.94]
� 10   250 ms    *      250 ms  125.at-6-2-0.TR2.SAC1.ALTER.NET [152.63.9.249]
� 11   280 ms   260 ms    *     196.ATM7-0.XR2.SFO4.ALTER.NET [152.63.51.17]
� 12   281 ms   250 ms  261 ms  190.ATM6-0.GW8.SJC2.ALTER.NET [152.63.52.181]
� 13   250 ms  341 ms   370 ms  cisco.customer.alter.net [157.130.200.30]
� 14   300 ms   281 ms   390 ms  192.150.47.2
� 15     *      261 ms   260 ms www.cisco.com [198.133.219.25]

� ���������	� 
�����
�
��
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���% ����
���% ���
� D:\users>tracert www.ucla.edu
� Rilevazione route a www.info.ucla.edu [164.67.80.80]
� su un massimo di 30 punti di passaggio:

� 1   <10 ms 10 ms <10 ms 151.100.37.1
� 2   160 ms 40 ms 161 ms 151.100.238.1
� 3    40 ms 41 ms 40 ms rc-uniromaI.rm.garr.net [193.206.131.49]
� 4     *      30 ms     *   rt-rc-2.rm.garr.net [193.206.134.165]
� 5   240 ms   40 ms    70 ms na-rm-1.garr.net [193.206.134.41]
� 6   150 ms     *     150 ms garr.ny4.ny.dante.net [212.1.200.145]
� 7   241 ms  280 ms   150 ms 212.1.201.35
� 8   310 ms   401 ms     *    Abilene-DANTE.abilene.ucaid.edu [212.1.200.222]
� 9     *      300 ms    *  clev-nycm.abilene.ucaid.edu [198.32.8.29]
� 10     *      481 ms  330 ms  ipls-clev.abilene.ucaid.edu [198.32.8.25]
� 11   661 ms    *      261 ms kscy-ipls.abilene.ucaid.edu [198.32.8.5]
� 12     *      400 ms   431 ms  dnvr-kscy.abilene.ucaid.edu [198.32.8.13]
� 13     *       *       *    Richiesta scaduta
� 14   350 ms     *      320 ms losa-scrm.abilene.ucaid.edu [198.32.8.18]
� 15   340 ms     *      330 ms  USC--abilene.ATM.calren2.net [198.32.248.85]
� 16   320 ms   321 ms  340 ms  ISI--USC.POS.calren2.net [198.32.248.26]
� 17     *      311 ms  330 ms UCLA--ISI.POS.calren2.net [198.32.248.30]
� 18   341 ms   340 ms   551 ms  cbn6-gsr.calren2.ucla.edu [169.232.1.22]
� 19   531 ms   581 ms     *     ci7200-2msa-cbn6.cbn.ucla.edu [169.232.3.18]
� 20   341 ms   340 ms   541 ms ikura.library.ucla.edu [164.67.80.80]
� Rilevazione completata.
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D:\users>tracert www.uniroma2.it

Rilevazione route a list.uniroma2.it [160.80.2.16]
su un massimo di 30 punti di passaggio:

1   <10 ms <10 ms  <10 ms  151.100.37.1
2    30 ms 40 ms 30 ms  151.100.238.1
3    30 ms    80 ms   80 ms  rc-uniromaI.rm.garr.net [193.206.131.49]
4    40 ms    40 ms   61 ms  uniromaII2-rc.rm.garr.net [193.206.131.150]
5    60 ms    70 ms   171 ms  list.uniroma2.it [160.80.2.16]

Rilevazione completata.
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C:\>tracert www.auckland.ac.nz
Rilevazione route a www.auckland.ac.nz [130.216.1.7] su un massimo di 30 punti di passaggio:

1   <10 ms 10 ms   <10 ms    151.100.37.1
2   591 ms   230 ms   991 ms   151.100.238.1
3  1553 ms  1682 ms  1873 ms  rc-uniromaI.rm.garr.net [193.206.131.49]
4 1993 ms  2213 ms  1573 ms rt-rc-old.rm.garr.net [193.206.134.213]
5  1873 ms     *           1241 ms na-rm-2.garr.net [193.206.134.45]
6  1352 ms  1211 ms  1042 ms  garr-neaples.ny.dante.net [212.1.200.105]
7 1222 ms 1442 ms  1702 ms 500.POS2-2.GW9.NYC4.ALTER.NET [157.130.19.21]
8  1462 ms  1031 ms  1052 ms  110.ATM2-0.XR2.NYC4.ALTER.NET [152.63.21.206]
9  *           2123 ms 2113 ms  188.ATM3-0.TR2.NYC1.ALTER.NET [146.188.179.38]

10  2073 ms    *           1572 ms  104.ATM5-0.TR2.CHI4.ALTER.NET [146.188.136.153]
11 1192 ms     *            *     198.ATM7-0.XR2.CHI4.ALTER.NET [146.188.208.229]
12  1873 ms  1602 ms  991 ms  194.ATM9-0-0.BR1.CHI1.ALTER.NET [146.188.208.13]
13  591 ms   1161 ms   972 ms  us-il-chi-core2-rtr-a10-0-0.px.concentric.net [137.39.23.70]
14  1132 ms  991 ms      *    us-ca-la-core1-a1-0-0d17.rtr.concentric.net [207.88.0.101]
15  1352 ms 1172 ms  991 ms b2-fa-0-0-0.losangeles.clix.net.nz [206.111.43.34]
16  *          872 ms       *     203.167.249.222
17  941 ms  1162 ms       *    ba2-fe0-1-0-acld.Auckland.clix.net.nz [203.97.2.244]
18   *            1192 ms       1372 ms  clix-uofauckland-nz-2.cpe.clix.net.nz [203.167.226.46]
19  1181 ms  1382 ms  1232 ms www.auckland.ac.nz [130.216.1.7]

Rilevazione completata.
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� D:\users>tracert www.auckland.ac.nz
� Rilevazione route a www.auckland.ac.nz [130.216.1.7]
� su un massimo di 30 punti di passaggio:

� 1   <10 ms  <10 ms <10 ms  151.100.37.1
� 2    30 ms   40 ms    40 ms  151.100.238.1
� 3    30 ms    40 ms   40 ms  rc-uniromaI.rm.garr.net [193.206.131.49]
� 4    70 ms    40 ms   110 ms  rt-rc-1.rm.garr.net [193.206.134.161]
� 5   231 ms    40 ms   70 ms na-rm-2.garr.net [193.206.134.45]
� 6   150 ms   351 ms   160 ms garr.ny4.ny.dante.net [212.1.200.145]
� 7     *     190 ms   210 ms  500.POS3-0.GW5.NYC9.ALTER.NET [157.130.254.241]
� 8   170 ms  180 ms   321 ms  520.at-6-0-0.XR1.NYC9.ALTER.NET [152.63.24.26]
� 9   250 ms   201 ms  170 ms 181.ATM5-0.BR3.NYC9.ALTER.NET [152.63.23.145]
� 10   171 ms  170 ms     *     137.39.52.2
� 11   301 ms   230 ms   240 ms  a0-0d752.edge1.lax-ca.us.xo.com [207.88.0.185]
� 12   281 ms   410 ms  361 ms  us-ca-la-core1-g4-0-0.rtr.concentric.net [206.111.0.4]
� 13   581 ms   641 ms  561 ms  b2-fa-0-0-0.losangeles.clix.net.nz [206.111.43.34]
� 14   440 ms   561 ms  441 ms core2-atm1-0-0-2-acld.auckland.clix.net.nz [203.167.249.222]
� 15     *      430 ms  411 ms  ba2-fe0-1-0-acld.auckland.clix.net.nz [203.97.2.244]
� 16   380 ms   381 ms   431 ms  clix-uofauckland-nz-2.cpe.clix.net.nz [203.167.226.46]
� 17   390 ms   431 ms   390 ms  www.auckland.ac.nz [130.216.1.7]
� Rilevazione completata.

Giuseppe Bianchi 

���$������%

"���% �
�����




��

Giuseppe Bianchi 

�< !��< � � �� �< ���= �� �	 � ��� �< ���, �* �

4���"���% �
�����
4���"���% �
�����

3��������
��.��8����*��$�""���
��3��������
��.��8����*��$�""���
��

��6�% �% �
��
�% �����
�#
������
#���6�% �% �
��
�% �����
�#
������
#�

!8!-!��-5-6
!8!-!��-��-!

!!�-4�-��-!

> � # ��� � �

� �� �� �� �

* �) 9 4�5�

* �) 9 !5&&

�� �� � �� � 	 � $

�&&&�� ����

< 	 � � $ �� �� ��� �

< 	 � � $ �� �� ��� � ���	 �� 	 $ �� �� �

�� ���
 ������ �� �� � ��� ��/ � 	 %

	�$ � �� � �# � � / � 	��

Giuseppe Bianchi 

�
#��6�% 3����
#��6�% 3���
����������������

!68!4�? * ��� % �� 	 �� � �!"* � ��

* �) ��� ���� �@ ��/ � 	 %

44"44�* � �� �� % �� > �� � ���= = = �:&�-5�

4�5�< � � �

!5&&= �� �	 � ��

!48��= = = �:&�-��:&�-�

56"A -�5

* � � � � � ����� �8"
�� 	 ��� ��	 � � ��
 ��# � ��� �� � �� �� �� � �� � � 2�� � �� �



��

Giuseppe Bianchi 

����% �
�����
���������%  ������% �
�����
���������%  ��

src
dest

� � �� � 	 � $

� � �� � 	 � $

�	 � � !
�	 � � �

�	 � � �

�	 � � !

�	 � � �

�	��
�������������� �����!�	��	
���"������	
�������	� ��	

�	��
������	������!�������!��#���������
�����#������!�������	� ���

$�����
"�����%����������������������!��������&��

�	 � � !

�	 � � !

Giuseppe Bianchi 

���8��
������
���8��
������


����$������%

�� � 
��� ���� ���� ��� ������ 
�



� � ������ ���� �	����

�before fragmentation and after reassembly
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�a packet can be either a complete datagram 
or a fragment
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Data IPHeader IP

Data IPHeader IP

Header IP

Header IP Data IP

Data IP

Identification = xxx, DF = 0, MF=1, Fragment Offset =0

Identification = xxx, DF = 0, MF=0, Fragment Offset =0

Identification = xxx, DF = 0, MF=1, Fragment Offset = m1

Identification = xxx, DF = 0, MF=0, Fragment Offset =m2

m2

m1
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�example: fragment offset=322 means fragment payload 
portion starts from original datagram payload byte=2576
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�Impedes routers to perform fragmentation on 
datagram

�what happens when router receives  datagram 
with DF on, and cannot deliver in because of 
too little MTU?
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�TCP MSS exchange discovers lower MTU (2800) 
between source and destination network

�some internal MTU may be lower (1500)
�this may be different on uplink & downlink paths

�uplink = 1500; downlink = dest = 2800
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�Ordered list of all possible network MTUs specifed
into details in  RFC1191

» …, 1500, 1492, 1006, 576, 552, 544, 512, 508, 296, ...
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D:\users>ping
Sintassi: ping   [-t] [-a] [-n numero] [-l lunghezza] [-f] [-i TTL] 

[-v TOS]
[-r numero] [-s numero] [[-j host-list] | [-k host-list]]
[-w timeout] elenco-destinatione

Opzioni:
-t             Ping eseguito sull'host specificato finché non viene

interrotto.
-a             Risolve gli indirizzi in nomi host.
-n numero Invia numero di richieste di eco.
-l lunghezza Invia dimensione buffer.
-f             Imposta il flag Non frammentare nel pacchetto.
-i TTL         Vita pacchetto.
-v TOS         Tipo di servizio.
-r count       Registra route per il conteggio dei punti di

passaggio.
-s count       Marca orario per il conteggio dei punti di

passaggio.
-j host-list   Libera route di origine lungo l'elenco host.
-k host-list   Restringe route di origine lungo l'elenco host.
-w timeout     Intervallo attesa (in millisecondi) per ogni

risposta.

D:\users>ping -n 3 net.infocom.uniroma1.it
Esecuzione di Ping net.infocom.uniroma1.it 

[151.100.37.12] con 32 byte di dati:

Risposta da 151.100.37.12: byte=32 durata=10ms
Risposta da 151.100.37.12: byte=32 durata<10ms
Risposta da 151.100.37.12: byte=32 durata<10ms

D:\users>ping -n 3 www.cisco.com
Esecuzione di Ping www.cisco.com

[198.133.219.25] con 32 byte di dati:

Risposta da 198.133.219.25: byte=32 durata=240ms
Risposta da 198.133.219.25: byte=32 durata=231ms 
Risposta da 198.133.219.25: byte=32 durata=230ms
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